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Face ID is an Apple-designed technology 
that allows users to unlock and sign into their 
accounts by using their face as the password.

Many apps, apple owned or otherwise, 
have given the option to use Face ID to 
automatically log in, such as Apple Wallet, 
Commbank and Google Chrome. While its 
applications are helpful and convenient in 
many cases Apple will still require you to set 
a 4 to 6 digit passcode for certain security 
processes such as updating, erasing or 
other changes to the device among other 
things. During Face ID’s development, 
Apple reportedly used over 1 billion images 
to account for as many facial features and 
variables as possible such as hair and skin 
colour, body modifications, hairstyles, 
accessories and facial structures.

While apple shares facial mapping data with 
developers which is what allows Instagram 
and Snapchat to use filters, the actual 
encrypted mathematical data connected to 

the user’s face is kept on the phone and not 
put onto any cloud or online service. Apple 
has also put a ban on using this data for 
direct monetary gain or the creation of face 
profiles. This limitation still allows for the use 
and recognition of faces to be available to 
any apps that use this technology, but it can 
only recognise that there is a face and their 
expressions, it cannot actually categorise and 
save this data into individual profiles. 

While Apple in the past has remained solid 
in their security and making any violators 
accountable this decision has still raised 
eyebrows as in order to actually crack down 
on violators they need to catch them first 
which may allow any existing assailants to go 
undetected for an unknown amount of times 
before they’re caught. The efficacy of the 
system seems to vary throughout its multiple 
updates. Many news outlets have attempted 
to ‘hack’ the security system by creating 
realistic Holywood-level masks impersonating 
the would-be victim but to no avail. This is 
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contrasted with identical twins being able to 
unlock each other’s phones and even a son 
being able to unlock his mother’s phone. This 
was discovered to be a lighting problem as 
when the mother registered her face in a low 
light setting her son could also unlock her 
phone, but when she registered her face in 
proper lighting the son was unable to.

The Way Face ID works is Apple’s TrueDepth 
camera projects thousands of invisible dots 
onto your face which creates a sort of mesh 
map of your face. This is then coupled with 
infrared images to create a mathematical 
representation of your face. This data is then 
encrypted and stored on the device. Then 
whenever you go to use face ID it compares 
the face that is attempting to unlock your 
phone to this data to determine whether it’s 
the correct face or not. Face ID is also built to 
adapt to your appearance, if there are small 
detectable changes such as a hat, glasses 
or a piercing it will adapt its data to consider 

these new parameters. If there is a drastic 
difference such as shaving your head or facial 
hair it will ask you to enter your passcode first 
before updating your data. Thanks to the use 
of infrared cameras to confirm your identity, 
Face ID can work in complete darkness. 

When comparing the built-in TrueDepth 
camera within Apple devices to an industry-
grade 3D scanner such as the Artec Space 
Spider the advantages and disadvantages 
become clear. While Apple devices had 
more deviations in results and had trouble 
picking up certain colours, specifically black, 
the low cost and widespread nature of this 
technology are far too advantageous to 
ignore. We’ve seen this happen before as 
what is considered to be ‘industry standard 
technology’ constantly becomes cheaper 
and more intuitive, then put into the hands of 
consumers.
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